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Executive summary

This paper provides information about how to set up the Dell DR Series system as a backup to disk target
for BridgeHead Healthcare Data Management (HDM) 12B.

For additional information, see the DR Series system documentation and other data management
application best practices whitepapers for your specific DR Series system at:
http://www.dell.com/powervaultmanuals

Note: The DR Series system/BridgeHead HDM build version and screenshots used for this whitepaper

may vary slightly, depending on the version of the DR Series system/BridgeHead HDM software version
you are using.
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1 Installing and configuring the DR Series system

1. Rack and cable the DR Series system, and power it on.

2. Initialize the DR Series system.

NOTE: For instructions on initializing the systm, see the Dell DR Series System Administrator Guide
topics: “iDRAC Connection”, “Logging in and Initializing the DR Series System”, and “Accessing
IDRAC6/Idrac7 Using RACADM.”

3. Log on to iDRAC using the default address 192.168.0.120, or the IP address that is assigned to the
iDRAC interface (with the username: root and password: calvin).

INTEGRATED DELL REMOTE

ACCESS CONTROLLI NTERPRISE

Properties Logs  Aletts

VFlash | Remote File Snare

System Summary  System Detalls  System Inventory

System Summary = C 7

Server Health

Status  Component Virtual Gonsals Preview

gooEEED

©
o

on
Dell DR4000

u

BRA000-DKCVES1 asglab reundrock

Systom Summary  System Defalls  System Inventory

System Summary - C 7

Server Health
Status  Component Virual Gonsoale Preview.

Optians

gropoooe

Server Information Guick Launch Tasks
on
Dell DR400D
u
DRA4000-DKCVES1. asglab. roundrock
centos

4 (Final) Kernel

DKCV
29529104401
190

1.80 (Build 17)
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5. After the virtual console is open, log on to the system (with the username: administrator and
password: StOr@ge! where the "0" in the password is the numeral zero).

rele | E-1.0A8 .88 Build:

6. Set the user-defined networking preferences as needed.
Would you like to use DHCP (yes/no) 7
an IP addres

* a subnet mask

» a default gateway address:

 a DNS Suffix (example: abc.com)

» primary DNS server IP

ould you like to define a secondary DNS server (yes/sno) 7

secondary DNS server

7. View the summary of preferences and confirm that the settings are correct.

Set Static IP Addres:

IP Address 18.18.86. 1688
Network Mask 1 255.255.255.128
Default Gateway 18.18.86.126
DNS Suffix idmdemo . local
Primary DNS Server 16.18.86.181
Secondary DNS Server 143.166.216 .237

Host Name : DR4888B-5

Are the above settings correct (yes/sno) 7
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8. Logon to the DR Series system administrator console using the IP address you just provided for
the DR Series system (with the username administrator and password StOr@ge! where the "0" in
the password is the numeral zero).

Enter User Defined IP Address

x [@snagit B =1

DeLL SR
DR4000-DKCV6S1

Login Reset Password
Please enter your password:

Username: administrator

Password:, Stor@ge!

Log in

9. Join the DR Series system to Active Directory by completing the following steps.
NOTE: If you do not want to add the DR Series system to Active Directory, please see the DR

Series Systerm Owner’s Manual for guest logon instructions.

a. On the left side of the GUI, click System Configuration > Active Directory.

WLL DR4100 Help | Log out
edwinz-sw-01
edwinz-sw-01.0carina.local Dashboard

B Giobal View

Dashboard

Alerts uSystem State: optimal u HW State: gptimal u Number of Alerts: 0 Number of Events: 705

Events

Health

Usage Capacity Storage Savings Throughput

S ics: Container &5 i Zoom: 1h 1d 5d 1m 1y Me Zoom: 1h 1d 5¢ 1m 1y S
s ysical

SaseliceRenicaton Savings (%) Refreshing Miess

Storage 100 1.00

Containers
Repilication
Compression Level
Clients

Schedules
Replication Schedule
Cleaner Schedule
System Configuration

40 0:50 1:00 1:10 0:200:30 0:40 0:50 1:00 1:10
(minutes) Time (minutes)
W Total Savings B Read

Write

Active Directory
Local Workgroup Users

Email Alerts System Information

Admin Contact Info Product Name DR4100 Total Savings 55.06 %
Fassword System Name edwinz-sw-01 Total Number of Files in All Containers 12
ST L0y Hout Software Version 99.0.0517.0 Number of Containers 2

s.,p',,;n Current Date/Time Thu Sep 26 01:12:47 2013 Number of Containers Replicated 0
Diagnostics Current Time Zone US/Pacific Active Bytes a7GiB8 (7
Software Upgrade Cleaner Status. Idle

License

Copyright ® 2011 - 2013 Dell Inc. All rights reserved
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b. Enter your Active Directory credentials.

Active Directory

Lettings

Thvi S04 CHIBCIIFY §BIAGE 1 Fl D CORMne CIIK O Tl J00N 151 OO Quis Tiem

AT DN RCIOTY COnTignar st

Enter Active Directory Info

Cancel  Jein Domabn

COmMEM S 20711« 2013 Dl ML AN IS F08fE0

10. Create and mount the container by completing the following steps:

a. Inthe left navigation area of the GUI, click Storage > Containers, and then click Create at the
top of the page.

DR4100 Help | L
edwinz-sw-01

| ecwinz-sw-01.ocarinalocal |
edw 1.ocarina.local containers

Mumber of Containers: 1 Container Path: fcontainers
Containers Files NFS CIFS RDA Replication Select

Dackup 1 ' ' Mot Configured

Copyright @ 2011 - 2013 Dell Inc. All rights reserved
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b. In the first page of the Container wizard, enter a Container Name, and click Next.
Container Wizard - Create New Container

"= rgquired fields
Container Name

B E2 charpctars, inchding only letters. numbars, hyphan, and

Container Name': | sample

Virlual Tape Library (WTL)

Cancel Next =

c. Select the Storage access protocol, and then click Next.
Container Wizard - Create New Container

Select Access Protocols wil i b

Storage Access Protocol’ Dell Rapid Data Storage (RDS) ? ‘7"""""?' Name and Type

Symantec OpenStorage (OST) e
0 NAS (NFS, CIFS)
< Back Cancel Next >

d. Select the CIFS or NFS check box to enable the appropriate access protocol (BridgeHead HDM
supports both CIFS and NFS protocols.)
e. Select the Marker type, and then click Next.
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Container Wizard - Create New Container

"= eguined hields
Configure NAS Atcess
Enable Access Protocols NFS (Use NFS to backup LN or LINUX clients) Container Name and Type
sample
IF5 (Use CF S 10 backup MS Windows clents)
Access Protocols
MAS (NFS, CIFS:
Marker Type': None 7
Auto
Metworker
Unix Durnp
@ EridgeHead
Tirne Mavigator
< Back Cancel Mext >

f.  For NFS, select the preferred client access credentials, and click Next.
Container Wizard - Create New Container

= paquined fields

Configure NFE Access

NFS Options 0 Read Write Access ! Insecure Container Name and Type
sample
Read Only Access

Access Protocols

Maprootto: | -select v MAS (NF3, CIFS)
BridgeHead

Client Access : QOpsn {allow all clients)
Create Client Access List

Client FQDN or P : Add
allow access client(s) ~ || Remove

< Back Cancel Next >

g. For CIFS, select the preferred client access credentials, and click Next.
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Container Wizard - Create New Container
"= raquired flelds

Configure CIFS Client Access

Client Access OOpen {allow all clients) Container Hame and Type

Create Client Access List
Access Protocols

Client FGDM or 1P
allow access client(s)

NFS Access

< Back Cancel Mext =

Note: For improved security, Dell recommends adding IP addresses for the backup console
(BridgeHead Healthcare Data Management Server, BridgeHead Healthcare Data Management
Clients). Not all environments will have all components.

h. Check the configuration summary, and then click Create a New Container.

Container Wizard - Create Hew Container

. * = required fizlds
Configuration Summary

11

Container Name and Type NFS Access
Container Mame: sample Access Oplion: Read YWrite Access
Insecure: Mo

Access Protocols
Access Protocal: FAS (RFES, CIFES)
Marker Type: BridgeHead

Open (allow all clients):

CIFS Access
Open (allow all clients):

< Back Cancel Create a New Container
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11. Confirm that the container is successfully added

. Containers
Global View

Dashboard
ol . Message n———
« Successfully added contames “sample”,
u * Successfully added NFS connection for container “sample”,
» Successfully added CIFS connection for container “sample”™.
» Successfully enabled container “sample™ with the following marker(s) “BridgeHead™,

Number of Containers: 2 Container Path: Jcontainers

Containors Files Markar Type Access Protocol Enabled Rephcation Seloct

Bor backup 0 Auto NFS, CIFS Not Configured
Schedules
System Configuration

Support

Copyright @ 2011 - 2014 Del Inc, All nghts reserved
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2 Setting up BridgeHead Healthcare Data Management

2.1 For Windows environments

1. Open the BridgeHead HDM Management Console, click Backup Node > Configuration, and then
double-click the Configuration File to open it (in a text editor).

f_k Management Console - Backup Node

=
@ “hy General | m Report Manager | @ Log Yiewsr | Robot Manager |
¥ Prefresh | (T
¥ Celete Ny -
Open Diagnostics | Guides
-
General Ackions Guides
iy Managerment Console Eackup Mode = Configuration
EIJED Control Hode Name % Path
= Object Manager
= -
I Queue Manager

{:'| Schedule Manager
{% Service Manager
L?;j Update License
ﬁ Reparts
EHEE Service Made
: Configuration
5l Control Utility
B[] Backup Mode
. Configuration
- {% Service Manager
[}- Robot Manager
[]--Iu_il] Repork Manager
EI--@I3 Log Yiewer

L ocalhost

1 Item

2. Inthe configuration file, search for “Staging_Area,” and then enter the following information for
the staging area entries:

e Staging Area Path - Enter the DR container share UNC path.
e Staging Area Name - Enter a name for the staging area.
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1P T_BN - Notepad

File Edit Formakt Wiew Help

staging_area<_nn>_Fath

specifies the full Eath of the staging area. For example
C:hstagehstagels,. The default s no path, i.e. no staging area.
staging areas have to be defined in strict ascending order.

For example if one defines staging areas 01, 02, 03, 05, 06 and 07,
only staging areas 01, 02 and 03 will be taken into account.

If not defined, staging_area_0l_prath defaults to the sStage
sub-folder of the Backup MWode. Typically C:iwHtape\BWY.STage.

‘Staging_nrea_ﬁl_Path
Taging_area_o0Z_Path

\W10. 250,242, 167 hackupp,
CINsTagesstage?

staging_Area<_nnx_mMama

specifies a name for the staging area. This setting is optional.
If you specify a staging area name, you can ask the Backup Mode to
select that particular stagin? area, rather than leave the choice
to the Backup MWode. The default dis no name.

Staging_Area_01_Mame = HDMCIFS
Staging_Area_0Z2_MName = Stage’l

L)
i Staging_Area<_nn»_Max_5ize

; specifies the maximum size of the staging area, in MB. This setting
; s optional. If you do not specﬁfﬁ a maximum, the size of the

; staging_area is Timited only by the amount of free disk space

; awailable. The default is no maximum size, 1.e. limited only by

; the amount of free disk space available.

L]
L)
L)

400
G000

staging_Area_01_Max_size
Staging_Area_02_Max_size

3. Save the configuration file.

Note: The Backup Node for BridgeHead Healthcare Data Management requires appropriate permissions
to the DR Series system CIFS Share for the remaining steps to complete successfully. See Appendix A for
setting up the BridgeHead Healthcare Data Management Backup Node account correctly. This should be
done before proceeding to the next step.
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2.2 For Unix/Linux environments

The procedure for setting up the Unix/Linux environment is similar to the procedure for the Windows
environment.

One difference is that the configuration file for the Backup Node is named, ht_media.def; and the default
location for the file is /etc/ht_media.def.

Make sure that you can mount/verify the NFS share from the UNIX/Linux backup node. Refer to Appendix
B for information on how to mount/verify the NFS share.

For other details, please refer to the preceding section that describes the procedure for the Windows
Environment.
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3 Creating a new backup job with a DR Series system as the
target

1. Inthe BridgeHead HDM Management Console, click Control Node > Schedule Manager, and then

double-click the Schedule Manager to open it.
&Management Console - Control Node =] E3

@ ’;% General I ILIl] Report Manager | g Lag Yiewer | Robot Manager |

¥ P Refresh | - T
= Q

MK oelete
| Open Diagnostics | Guides
-
General Actions Guides
=iy Management Consols Control Node = Schedule Manager
o |
=izl Contral Mode T : " :

B Object Manager
Queus Manager
schedule ¥

Serwice Mana

o8 p

=]

& Update License
{d Reports
=+ Service Mode
: Configuration
5l Control Utilicy
=HE] Backup Mode
Configuration
ﬁ Service Manager
[ Fobot Manager
B lﬂ Report Manager
; {7 Control Mode
[ Media Manager
E}g Log Wiewer

L] lncalhost I:l 1 Item |

2. Inthe Create Schedule dialog box, select the option, Template schedules contain suitable
defaults for various job types, and then click OK.

W) .
Schedule Tools Help (7]
,% ) 83 Delete i Display $:JImport
-
ﬂ = =0l Rename 4 Compare % Export
<|| Create Maodify
| Moditw |l Oraanizse oM '8k 00 —00 0
{ (T T ||
=] schedule Name Ekl [ =1 monthil =
|| E=] pavidLinuxEn NFS & schedule describes the dates on which jobs are to be run and
D AL BN NFS I media ta be used (if any). MNew schedules can be based on
i E EvicLin _Iner template schedules or existing schedules,
=
| Elopz
1 DeII Testing i« Template gchedules contain suitable defaults For
! Edwm testing Incr aariooaltype s 2

Edwin kesking

H =] Linux Bl WFS ™ Existing schedules are those already defined in
W E=]wirn_om_or the scheduls database. F F

WINfCNiReco\-'ery E E
| FRlwin_ch_Recaveryz F F|
1 WINfCNiReco\-'ery'S E E
! Daily operation

DavldBackup

I Ok iI Cancel I
a| I 3

" Totakl4 Selected:0
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3. Inthe Template Schedules dialog box, click None, and then click OK.

.‘.', - O X
Schedule Tools Help @
E‘ L 3¢ Delete _@ Display 3:Jlmport
e
Eﬁ —/ =0 Rename & Compare % Export
Create Maodify
m | modity Il Crg . W]
Template Schedules I
Schedule Mame Select the most appropriake template Ekl I [r] Honthl I i
l:=|DavidLinuxBM MFS
DavidLinuxBN MWFS_Incr {1 Archiving
[=loo T Backup
oDz =] other
DeII Testing [ E Morning Operation
Edwin testing Incr =] Evening Operation
[=]Edwin testing =]
iU BN MFS {57 Recovery
WIN_CH_OM Fl F
WIN_CH_Recovery E E
WIN_CM_Recoveryz E E
- WIN_CM_Recoverys E E
Draily operation
DavidBackup
bast Cancel |
4| | 2l

. Totall5 Selected:0

4. In the Schedule Manager dialog box, enter information for the required fields, and, then under
Media Management, select Media Manager, and click New.

™
i .' Schedule
o0 o0
®
= 7l ([
Create Modify

| Schedule Mame
|| (=] pavidLinueEm MFS

D avidLinuxBM MFS_Inct

oDz

Dell Testing

Edwin tesking Incr
Edwin tesking

Linux BN NFS
WIN_CN_OM
WIN_CHN_Recovery
WIN_CHN_Recoveryz
- WIN_CMN_Recoverys
Draily operation
DavidBackup

test

4|

Schedule Manager [ x| -

i~ Schedule Mame and Comment

Mame: I Daily_Schedule
Comrment; I
[ Recurrences

Recurrence MName

| AUkosave | Freguenc | Scope |

New...

Clone. .. |

ﬂ Fadify .. |
A

Rename. .. |

| v Delete |
—Calendar Media Management
INovember Vl |2013 EC " pone

10 11 12 13 14

17 18 149 20 21
24 25 26 27 28

1 2
g a9
15 16
22 23
29 30

o |

Exclude Crakes... |
Counters... |

Cancel

X Total:l5 Selected:0

= Monthly I ~

(il
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5.

6.

In the General dialog box, in the Media Management drop-down list, select Disk, and then click

Advanced.

W

Schedule
Create Maodify

Schedule Marme

ell Testing

dwin testing Incr
dwin testing

Nz BR MFS
WWIM_CR_OM
WINicNfRecovery

WIN_CM_Recowverys
aily operation

|

[~ Sche

Com

BB WIN_CN_Recoveryz [ Calei

Recurrence name: I Daily

[ Scope
* Full " Incremental

[~ Frequency
&+ Daily Run daily at the specified times.
 weekly Run on the specified days of a week,
1 Manthly Run on the specified daws of a month,
 Yearly Run on the specified days of the year.

[

—Media Management

Media Management option:

¥ Autosave enabled

== |

Advanced. .. I

< Back

I hext = I Cancel I

I_I_‘

. Totakl5 Selected:D

In the Run Dates dialog box, specify the required schedule options, and then click Next.

W

Schedule
11 ] %
5 | 2
e =h
Create Modify

Scheduls Marme
DavidLinu=BM NFS
DavidLinuxBMN MFS_Incr
[n]n]

Doz
Dell Testing
dwin kesting Incr

dwin testing

inux BM MFS

W TN _CT M
WIM_CM_Recovery
WIM_CM_Recoveryz
WIN_CM_Recovery3
Duaily operation
DavidBackup

esk

41

=

— Caler

Daws of the week and start times when this recurrence will be scheduled
ko run,

Run on these daws:

Monday
Tuesday

wednesday

Run at these times:

Edit days. .. |
Remove All |

12:0080

Edit skark times. .. I
Remove All |

< Back

II Mext = |I Cancel |

] B ER )

] Monthl

[

==

el

Totall5 Selected:0

B | |

(l={=|=)
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7. In the Media Properties dialog box, enter the following information, and then click Finish:
e Stage Area Name - Enter the stage area name.
e Application - Enter BACKUP.

; - r —3 = 00X
Schedule -

—Sche

L L
Eﬁ // & L Disk Propetties
Create ||| Modity = Com Stage firea Name: HOMCIFS]

| e Application: BACKLUP 'I

L [Rex
Schedule Mame

B2

Dade\nuxBN MFS_Incr

=loo

[Slooe

DE” Testing

Edwwn testing Incr

Edwwn testing

(= Linux BN KFS

[=]win_c_om

WIN_CN_Recnvery

F=lwin_CN_Recoveryz | [Caler

WIN_CN_RecnveryS

Dai\y operation

Dadeackup

test

& Mnnthlg I Ly

L5 5 g A

(===

< Back. I Finish lI Cancel |
S — |

—_—
" Totall5 Selected:0

|i|_|_|
E

8. In the Schedule Manager dialog box, click OK.

..‘..' Schedule Manager - B X
Schedule - Schedule Mame and Comment ©
,f‘ L n/ 8 Mame: I Daily_Schedule
=
il Bl e
Create Modify Comment: I
[ Recurrences
_- Schedule Mame I I | | Monthly | )
avidLinuxEN MES urrence hame Aukosave Fre.lquenc SCTE Mew, ..
avidLinu=BN NES_Inct es Daily Fu clone.. |
: A |
Dz Modify, ..
el Testing ﬂ
=) Edwin testing Incr —— |
« [»] Delote |

WIN_CM_Recovery
WIN_CH_Recovery? —Calendar Media Management

WIN_CH_Recoveryd INovember 'I |2l313 E © Mone

aily operation

vt (SO won i D T 7 S| @ Pidationaer

= |kest 1 2

(===

[ [ [

m 1 12 713 14 15 16 Exclude Dates. .. |
o o o

17 18 18 |20 21 22 23

24 |75 "26 "lz7 "28 23 (a0 Counters... |

all [0]:4 | Cancel I _'I

" Totall5 Selected:0

19 Setting Up the Dell™ DR Series System on BridgeHead® Healthcare Data Management | April 2015



9. In the BridgeHead HDM Management Console, click Control Node > Object Manager, and then

double-click the Object Manager to open it.

&Managen‘lent Console - Control Node

@ ’s‘% General | ILHD Report Manager | g Log Yiewer I Robot Manager |

¥ Refresh @ 1 EE‘
] W, &
M oelete iy
| Open Diagnostics | Guides
i -
General Actions Guides

[S[=] E3

=iy Management Console Control Mode = Object Manager

=4zl Control Hode MName #

Cueus Manager
1:'| Schedule Manager

Path

7‘&% Service Manager
E’ Update Licenss

{dl Reparts

EHEE Service Mode

4 Configuration
{8 Control Likiliey
EH-E Backup Mode
Configuration
{ﬁ Service Manager
Robaok Manager

Iﬂ Report Manager
_@ Control Mode
_ﬁ Media Manager
E}g Log Yiewer

el localhost g. 1 Ttem

10. In the Create Object dialog box, select the option, Template objects contain default settings for
particular tasks such as platform or database backups, storage policy application or reporting,

and then click Next.

o\ T
!y Object | View

bl aEEIication ar reportin&

" Existing objects are those already defined in the object
database,

4 = Back II Mext = II Cancel |

Database Tools Help @
'i—“’\ o | Restore ;% || B wizard z]single field || $§ Delete m# , Clone 5H Select all
& P List Journal : ) || [Z5] All fields Auto T Undelete ] Lﬁl Recovery Select none

Restore e = Create -

Utility o ==| Group of fields =D Rename r_@ Select special

| madite WM crnmnice o | calaer |
Object | Service Node | Eackup Mode List
| David_Unix_ta_Unix Create Object localhost
I pavid_Unix_ta_iwin ] davidd-wzka-04
EDavid_Win_to_Win EreaFte anew l:llh]El:t isting ot E . localhost
EDB"_TES'Z rom a template or an existing object E localhost
EDUt0U2 localhost
=1 .
|| Edwin_object At s . s " localhost
(== An object describes what to run and where and when ta run ik, Objects can
Ereco-very - - describe backups, reports, storage palicy etc. Mew objects can be based an lacalhost
L Faving_Unix_to_Unix template objects or existing objects. localhost
==
[ |test localhost
=
Lo WIN_CM_Recowvery localhost
-WIN_CN_Re-:D\-'ery2 * Template objects contain default settings For particular : lacalhost
- tasks such as platform or database backups, storage policy
WIN_CM_Recoverys localhost

" Ready | Totall
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11. In the template list, click WIN and then click Next.

i." - O X
Object WView Database Tools Help @
ﬁ - [ > “r Restore - 0 [ Wizard 55 single field | $€ Delete Py =, Clone HH select all
= il List Journ=t 0SS A siara P R I E (B Do mnn | [OD oo none
Restore :  Save ) Create Dbject o :
Utility -~ or run [ @ List Saves: 52 select special
Select Template E W st |
Select the most appropriate kemplate -
Cbject 5 | Backup Mode List

Dravid _Unizx_to_Unix localhosk
ESlpavid_Unix_to_win . davidd-weka-04
-] Windaows

E David_Win_ta_\Win S ;I localhask
ﬁDell_Test E WM, Y55 Local J localhost

ﬁDUtoU2 = wiN_Redgistry localhost
ﬁ Edwin_object

E WIN_State localbost
Elrecavery JE wiN_State_vwss_lacal localhost
Saving_Unix_ko_Linix g WIN_Mirror_ISE localhosk
Etest = WIN_Mirror_IDR, localbost
B win_cn_Recovery B win_Mirror_Cascade_1SE localhask
B _ch_Recaveryz = win_mirror_IoRsymsnap localhast
EWIN_CN_REEDVEF}-'S g WIN_Mirror_RemotelDR localhosk
- WIN_Snap2IDR
B win_bR2Backup =l

< Back _ Cancel I

e | _'l

Ready | Totalil2 Displayed:i12 Selected:l i

12. Enter the required credentials information for the service node, including the valid file path of the
backup data source, and then click Next.

W) — e
Ohbject View Database Toals Help @)
|\2\ 5 ,—> s Restore - i [ Wizard S3singlefield = $€ Delete B . Clone 55 select all
i J]JListJoumﬂ LSS an el Aitacava v T lindalata E | Darrvane 20 Select none
Restore . Save Create Object

Utility = orrun [ List 5aves o Select special

Service Node E .
5 | Backup Mode Lisk

bjeck
.EJDa\-'id_Unix_to_Unix localhosk
5 David_Unix_ta_win davidd-w2ka-04

A Service Mode is a computer whose data is saved or restored by an

David_tWin_to_iwin operation initiated & Control Mode. During a save, data is collecked and sent localhast
EDEII_Test to & Backup Mode. localhost
ﬁ Dkolz localhosk
E Edwin_nhject T I localhost LI lacalhost
Erecovery localhosk
E Saving_Unix_ko_lnix User: I administrakar localhosk
Etest localhost
mWIN_CN_Recovery Password: I sessses localhost

WIN_CM_RecoveryZ localhost
mWIN_CN_RecoveryS Path defines data to be saved or restored localhast

Path: I C:ydataset|

= Back I I Mext = I I Cancel

e——

< |

Ready Total:l2 Displayed:12 Selected:1
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13. Enter the required user information for the Backup Node, and then click Add/Edit password(s).

.‘.’ - 00X
Object View Database Tools Help @
'\2\ o > “Restore - 1 [B Wizard Sesinglefield 3¢ Delete B 5, Clone EH select all
& [yl List Journ=t Ly || B AN et Narbreaua - F iindstete | M [ 6. Darcware OO Select none
Restore . Save . Create Dbject o .
Utility - orrun [ List Saves: I:2SeIecI: special
nction Backup Node List E . aled
Obiject E | Backup Mode List
.E‘E)avid_Unix_to_Unix localhost
:Dav!d_Un.lx_to_\p\f'ln Backup Modes store data on disk or tape. IF vou specify a comma separated davidd-wzks-04
EDa\"'d_W'n_tU_W"" list of nodes, Save operations that Fail are automatically rerun on the next lacalhost
ﬁ Dell_Tesk I l I L localhosk
E Ditolz localhost
E Edwin_object R I [erI— LI localhost
Erecovery localhost
E Saving_Jnix_ko_Unix Usersh: I adrministrator localhost
test localhosk
m WIN_CM_Recovery localhost
m WIM_CM_Recoveryz localhost
m WIN_CM_Recoveryd localhost
< Back Mext = Cancel
Al | i
| Ready | Total:l2 Displayed:12 Selected:1 :
14. Enter the password information for the Backup Node, and then click OK.
s - OX

W

Object |V

ew

Database Tools Help

ﬁ h’ Q’Restore ﬁ &]Wizard

J]] List Journ=! Al

Restore = Save .
Utility © orrun (p List Saves
Ohject

ﬁDavid_Unix_to_Unix
S David_Unix_ta_win
[ David_win_to_win
ﬁDelI_Test
Houtouz
EEdwin_object
reCOVErY
ESaving_Unix_to_Unix
Etest
DWIN_CN_Recovery
DWIN_CN_Recoveryz
DWIN_CN_RecoverVS

3¢ Delete

T lindalata

55 Single field

H %Clone

Al Fialdc [ Darnuan,

Mubncava -

Create Object

Bacl |4

)

HA select all
25 Select none

Eﬁg Select special

rPasswords

> |

I Backup Mode List

W {administrator on localhost)

Zancel |

B
lis
ne

i

P:

mm

Back [ Wext I Cancel
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15. Click Next. (See Appendix A for information about the user and password information.)

Sl
Object View Database Tools Help

ﬁ N »] <sRestore - & wizard T single field  §§ Delete %ﬂ 5, Clone f5 Select all
: [

: i List Journa! S || B9 A et Arbncana ¥ = lindalata H. Darnwars | OO Select none
Restore :  Save . Create Object %] o :
Utility - orrun () List Saves: ¢ Select special
Backup Mode List E . "
Object 5 | Backup MNode List
1 David_Unize_to_Unix localhost
EDBV!d_UI‘.IIX_tD_\'\T'In Backup Modes store data on disk or tape. IF vou specify a comma separated davidd-w2l8-04
L] David_Win_ta_win lisk of nodes, Save operations that Fail are aukomatically rerun on the next lacalhast
EDE"_TESI: node. The lisk can repeat the same node Far simple automatic retey, localhosk
Sioutelz localhost
=1 :
Edwin_object localhost
—— = Computer(s): -
Erecovery J localhost
E Saving_Unix_to_Unix User(s): I adrrinistrator localhost
==
[ |kest localhost
B wIN_CH_Recavery Passwordis): | otttk lacalhost
B wIN_CH_Recoveryz localhost
[ Add/Edit password(s) localhost

WIN_CM_Recovery3

< Back I Mext = !I Cancel |

16. For mail configuration, accept the default, and then click Next.

Ohbject Wiew Database Tools Help

©

T‘ < > <7 Restore - U7 (& wizard Sosinglefield 3¢ Delete 5 Clone EH selectal
% =

: il List Journ=t L ES A el Nibnraws Tl InAalata | H. Darrvans 00 Select none
Restore ©  Save X Create Object o .
Utility ~ orrun [ List Saves: D%Select special
il B |
Ohbject E | Backup Mode List
| David_Unix_to_nix localhost
EDawd_Unlx_to_Wln If the job does nok complete successfully, the log can be mailed to one or davidd-wizki-04
L David _Win_to_Win mare recipients. localhost
E Dell_Test localhost
E Dkalz localhost
I___'Edwin_object The next page offers_ a list of r_eg:lplents used in other objects. & seml_colon localhost
—— separated list of additional recipients can also be entered. If no recipients are
EFECOVEW selected or entered, no mail is sent. localhost
L Saving_Unix_ko_nix localhost
Etest Mail log localhost
= WIR_CH_Recovery localhost
_____ WIN_CN_Recovery2 localhost
i
----- WIN_CN_Recovery3 7 wyhen job ends in error or warning locaihost
< Back II Mext = i Cancel
| |
Ready Totalkl2 Displayed:12 Selected:1
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17. Select Mail Recipients, and then click Next.

‘.." - EOX
Object | View Database  Tools Help @
'\2\ [ > “rRestore - 7 [&| wizard S5 single field 3§ Delete B = Clone HH select all
i _]]] List Journ=! L || ES A fiatde e o Al lindalata E IS Darnsman:,
Restore - Save Create Dbject

Utility -~ or run [ List 5aves:
nctions | Select Mail Recipients

e
|

o5 Select none
L E@ Select special

| Eackup Mode List

Object
.EJDavid_Unix_to_Unix

ESlpavid_Unise_ta_win

F5 David_win_to_win Recipients |

O david.dena@software. dell. com
edwin, zhao@software, dell. com

E Dell_Test
Cioutalz

E Edwin_obiject

ﬁ recovery

E Saving_Unix_ko_Unix
E test

m WIN_CH_Recovery
m WIN_CH_Recovery2
Ej WIN_CN_Recoveryl

—Additional recipients (semicolon separated)

localhost
davidd-waka-04
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost

B o

4] |

Ready

18. Select the Schedule, and then click Next.

Totalil2 Displayed:12 Selected:l

i.,' - A X
Ohbject Wiew Database Tools Help @
'\El [ > s Restore - 07 f&| wizard S5 single field | $€ Delete B =, Clone 5H select all
i J]]List]ourrﬁ' Ly | B8 siarae Arrbncawa - T Hindalata mﬂ [, Darnvans 52 select none
Restore ©  Save X Create Object E o -
Utility ~ or run [ List Saves: E@Select special
—— Sscheduling E

Select a suitable schedule

&

Chiject
.E‘David_Unix_to_Unix

David_Unix_bo_Win

Schedule:
=] David_win_ta_twin

Schedule Manager. ..

—Calendar

E Dell_Test
INovember = I

F=joutalz

Refresh schedules list

E Edwin_object

E Fecovery

Sawing_Unix_to_Lnix - - - 1 2
Ftest 3 |4 ®ls °lg °l7 |8 s
B wiIn_cH_Recavery 10 (11 %1z %1z "4 15 e
E=win_cn_Recovery2 17 |18 19 ®l2o Pl21 |22 |es

WIN_CN_Recavery3 24 |25 " 26 ®lzr "l28 23 |m

= Back

Mext = II Cancel

| Eackup Mode List
localhosk
davidd-waka-04
localhosk
localhosk
localhosk
localhosk
localhosk
localhosk
localhosk
localhosk
localhost
localhosk

41 |

Readv
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19. For start times, accept the defaults, and click Next.

L),

Object View Database Tools Help @
'\E\ i > <sRestore - | (% wizard Solsingle field 3% Delete B gy =, Clone HH select all

i 0 | ES A fialae Aribacava w T limdalata mﬂ [ Diarrnsars 25 select none

Restore = Save )
Utility ~ orrun [ List Saves:
Object

| David_Unizx_to_nix
David_Unix_to_\Win
E= David_win_to_win
B9 Dell_Test
DUtolz
Edwin_object
reCOvery
Saving_Unix_to_Unix
test
WIN_CH_Recovery
LV WIN_CM_Recovery?

LPEFITEFETER

) List Journ=t

Create Dbject

Scheduling

E@ Select special

=
L

| Eackup Mode Lisk

Tick the box below bo override the start times in the schedule, Incremental
runs are not normally used for non-backup objects,

[T owerride schedule start times

Full:

EQ :00 PR 3:

Incremental: 7100 P =

LaCk- Cance'

4]

localhost
davidd-wzka-04
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost

Ready

20. For queue names, ac

Total:l2 Displayed:12 Selected:1

cept the defaults, and click Next.

Save
or run [ List Saves:

Restor
Utility

_I(_Z)_:iject

| David_Unix_to_Unix
m Dravid_Unizx_Eo_\Win
5 David_win_ta_win
B Dell_Test

Clkollz
Edwin_obiject
recovery
Sawing_Unix_ko_Unix
kest

PEEPLPLRER

WIM_CH_Recovery

WINM_CMN_Recavery?
L WIN_CM_Recovery3

|

il List Journ=d

Create Object

Queue Names

E,% Select special
N calect |

Wiew Database Tools Help @
ﬁ - > <7 Restore - 5| B wizard T2 single field  §& Delete - =y, Clone HE select all
&= Ly | P8 an siarac e o = lindatata HE (6. pacouars || 98 Select none

=
o N

I Backup Mode List

©once scheduled, jobs are held in queues. Jobs run as soon as their start time
arrives and sufficient resaurces are available. Different queues can be used
to group jobs For common resources and For easy monitoring.

Full:
Incremental: I “HT Q= ;I
Restore: | “HT Q= B4 |

< Back Cancel

Mext = I

localhost
davidd-wzks-04
localhiost
localhost
localhost
localhost
localhiost
localhost
localhost
localhost
localhiost
localhost

|

Ready

25 Setting Up the Dell™ DR Series System o

Totall2 Displayed:12 Selected:l

n BridgeHead® Healthcare Data Management | April 2015



26

-
N’ Object | View

Database Tools

Help

21. Enter the name of the object to create, and then click Finish.

'i_w\ E : L Restore
i. J]]List]oul’l"l" L 2 A fialde

Restore . Save

Utility ~ orrun [ List 5aves:

Ohject

E David_ni_to_nix

S avid_Unis_ta_Win

£ David_win_ta_win

E Dell_Test

S oukauz

E Edwin_object
FECOVERY

E Saving_Unix_ko_Unix

E test

Ej WIN_CMN_Recovery

m WIN_CM_Recavery?

Ej WIN_CMN_Recoverys

: B &jWizard
Create Object

Object Name(s)

5.3 single field

Mdncawa T

% Delete

= lindalata

EH %.d Clone

| . Darnwan:

L

EE select all
o0 Select none

of7 Select special

P
=L

| Backup Mode List

Each abject must be given a unigue name within the object database.
Consider 05 naming conventions and restrictions, Mames associated with a
node name and path are recommended. Press Create to create without

finishing.

Mame of object to create
|] EBhckup_sample

Creake |

4]

< Back

Cancel |

localhost
davidd-wzka-04
localhost
localhost
localhost
localhost
localhost
lacalhost
localhost
lacalhost
localhost
localhost

Ready

| Totall2 Displayed:12 Selected:l

22. In the Object column, right-click the object and then click Save or Run to run the backup.

2

.‘.', Control Node Object Manager - O X
Object Wiew Database Tools Help @
ﬁ [ > <L Restore & wizard Sosingle field  $E Delete EE =5, Clone EH select all
& [/l List Journa 25| Al fields Autosave - 5] Undelete M= L:ﬁ Recovery 55 Select none
Restore - Save X : p— X Create = X
Utility ~ orrun [ List 5aveset - @ |==| Group of fields =0 Rename I—_@Select special

|

m WIN_CM_Recovery3

| Service Node

| Eackup Mode Lisk

Views Hiskory, .

Hesto 5
List Journal. ..
Lisk Saveset...

Restore Ukilicy

Fodify 3
Delete. ..
Display. ..

localhaost
10.250,241.193
10,250, 242,94
davidd-wzk3-04
localhaost
10,250, 242,94
davidd-wzks-04
localhost
10.250.241.193
10.250,241.193
davidd-wzks-04
localhost
localhaost

localhaost
localhost
davidd-wzks-04
localhost
localhaost
localhost
localhost
localhost
localhaost
localhost
localhost
localhost
localhaost

Readv

Totalil3 Disolaved:13 Selected:1
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23. In the Save or Run Operation dialog box, click Start On-Line to start the backup.

.:i) 'Objeck View

Database Touols Help

Restore = Save
Utility

'\El . > <L Restore
i J]JListJournaI :

orrun [ List Saveset ]

= == =

Save or Run Operal

Chject
.E’Backup_sample

EDavid_Unix_to_Unix
= David_Unix_ta_win
5 David_win_ta_win
EDEII_Test

Foutauz
EEdwin_ohject
recovery
Sawing_nix_ko_lnix

PETITLT

YWIN_CM_Recovery

WIN_CH_Recovery2

YWIN_CM_Recovery3

4

B85 select all

oo
— Objeck(s) ——— v oo Select none
ark On-Line o .
CObject Mame | Cperation | Type | L "—'% LR SEEEE
[
| Backup Mode List
PUISERS | localhost
localhost
Pattern...
—I davidd-wzka-04
Close | localhost
localhost
localhost
localhost
localhost
localhost
_ . _ localhost
Cperation Recurrence
- ~ localhost
At I Daily LI localhost
Ianthly o lacalhost
Weekly i«
- r—Skark Time for Subrmit
Dail g
i |1 11282013 vl Taday |
Incremental o
: = I
Ev Recurrence [ 10:23 PM =1 o

2

24. Ensure the backup is successful. The Object Manager Operation Log window displays the

progress of the backup session. Operation status shows details of the backup job.

J
\) Object View Object Manager Operation Log B

ﬁ . > < Restore

: [jl) List Jourl
Restore - Save X
Utility ~ or run [ List Save

[~ Setvice Node

| HT Service Mode Version Windowss4 4.2-20 Build 422001

Cperating System:

I Windows64 6,1,7601 SP1

Deetails... |

Node Mame:

| DAVIDD-w2KE-04

HH select all
o5 Select none

Eg Select special

Object
EBackup_sample

EDavid_Unix_to_Unix
EDawd_Unlx_to_Wln
I David_win_to_win
EDeII_Test
Fourauz
EEdwin_object
recavery
Saving_Unix_to_Unix
test

FLTETLR

WIN_CM_Recovery

Lo WIN_CN_FecoveryZ

4]

Backup Mode Lisk

i~ Service Node Input Parameters

Abort |

Size (KE): |0

Object Name: I Backup_sample
Cperation Type: I

Object Path: I C:idataset

File: Patbern: I

Backup Maode: I localhost 4232

Dataset Mamne:

I ({Backup_sample.DO01{_DISK_:HDMCIFS

- Operation Status

J I SUCCESS

SH Processed 510 bytes, 2 items (22:26:23)
Sh Processed a total of 510 bytes, 2 items

"N csnmexex, Contral Node closed connection.

"N cposproc, Postpracessing started.
N roc, Command Fi Ht.

seconds

¥ auto-refresh every: |5 3:

Sh iopcompl, Operation completed on Thu Moy 28 22:26:23 2013,

el CHICMD cn_erroremail. bak

[~

=

localhost
localhost
davidd-wzka-04
localhost
localhost
lncalhost
localhost
localhost
localhost
localhost
lncalhost
localhost
localhost

Ready

Totall3 Displayed:13 Selected:1
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4 Setting up DR Series native replication and restore from the
replication target container

4.1 Build the replication relationship between DR Series systems
1. On the source DR, in the GUI, click Storage > Replication, and then click Create.

ml DR4100-VM root (Log out) | Help
Replication o

B Global View
B Dashboard
Alerts

MNumber of Source Replications: 0

Events Local Container HName Role Remote Container Hame Peer State Bandwidth Select
Health

s
Schedules

System Configuration
Support

Copyright @ 2011 - 2013 Dell Inc. All rights resenved.

2. Inthe Create Replication dialog box, do the following:
a. Select a local container as the source container.
b. Click Container from remote system, enter the target DR Series system information, and then
click Retrieve Remote Containers,
c. Select a target container from the list, and then click Create Replication.
Cresate Replication

S0LRCE containg Feplta Container astaded Replica Containar (Optional
® Select cordainer fom local system Select container from local sysiem Select container from local sysbem
' t ’ t t ’
Salect cortainer foem remdle system = Sebecl container rom remobe sysiem = Select contaner from remobe Sysiem
Uggrnamg' 7 I_I-se-m.;me' ETing g 1 ] 7 Use:name' F
Password’ Pamswond : m=—— Password
Rermale Systern' Remobte System’: 100250 1265 Remobe System’
FReatrigve Remote Containen(s) Ralrigve Remobe Containgrs)
¥ = Select & Container - v = A, - v
= Solect & Contaings -
batkup
Sounte Containeds = Reg 3 COntainer —
Encryplion = Hone 148 it 250 bit Encrypdion * MNone 125 B1 256 bit
Bandwidth Speed Rale Bandwadih Speed Rate
® Defaull {rol limited) = Detaull (ol liribed)
Kbps Wibps Gbps Ebps Mbps Ghps

Cancel  Create Replication
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3. Verify that the replication is created successfully

DEALL

DR4100

administrator {Log outy | Help

sways-241 ocarina.local A

Global View
Dashhoard

Replication

Create |

| Message

W,
u + NOTE: Replication connectioni;
connection is completed.

* Successfully added replication for container ‘sample’ - "backup’.

s) are being established. Information updates may be briefly delayed until the

Mumber of Replications: 1

Source Container Status
swsys-241 (V]
sample

Schedules
Systermn Configuration
Support

* Local container(s) in hold.

Copyright @ 2011 - 2004 Dell Inc. Al right=s reserved.

C:

Replica Container

dr2kv-1400535261
backup

Status Select

Mot Configured

4. Ensure that the Status checkbox is marked for the replication session.

Replication

Global View

Create |

Dashboard

Alart Number of Replications: 1

Events

He Source Containes Status  Replica Containes Status  Cascadod Replica Container Select
::anle-z." .:b.yujpﬂ Not Configured

| * Local contaner(2) In Dold
Storage

tainers

System Configur ation
Support

ved

Copyright @ 2011 - 2014 Dell Inc. Al rights reser
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4.2 Back up to the source DR Series system
(Optional: When no backed up data exists on source container)

1. Add both the source DR Series system and target DR Series system as the Stage Area in
BridgeHead HDM, and then create a new backup job with the source DR Series system as the

target.
ﬁ i = OX
Object View Database Tools Help @
— | — o - - oo
: Rest F Select all
i : b Q Sstare f5ave or Run Operation E b »efecta
: _]]]ListJournaI E s ry 55 Select none
: - [ Object(s oo
F{es_t_oreE Save @ e o ects) l Stark On-Line 57 Select ial
Utility ~ or run 1St savess Chbiject Mame | operation [ Type | lect speda
nction . L Wl select |
Submit
Ohbject | Backup Mode Lisk
._-Backup_sample Autosave | localhost
jDavid_Unix_to_Unix localhost
= " N N Pakttern... | 3
L Dawid_Linix_to_in davidd-wzka-04
jDavid_Win_to_Win Close | localhost
L |Dell_Test localhost
jDUt0U2 localhost
_jEdwin_object localhost
L lrecovery localhost
L] Saving_Linix_to_tni: localhost
—thSt rOoperation————————— —Recurrence Iocalhost
L test_linux - - localhost
BWIN_CN_Recovery Ay I Draily ;I localhost
WIN_CH_Recovery? farthly ] localhosk
E=wIn_ch_Recovery3 yeekly 'a localhost
EWin_Saving —Start Time for Submit—————————— localhost
Daily s
|11,u'24;2013 vI Taday |
Incremental (i
By Recurrence . |12: 12.4M — L=
< | i
Ready | Totall5 Displayed:15 Selected:l ::

2. Ensure the backup is successful and close the Object Manager Operation Log dialog box.
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W)
J bl [N Objcct Manager Operation Log [<] ©
[~ Service Mod
e Lo Restore | Lo o008 EH select all
|_&I N ) [ HT Service Node version Windowsée 4,2-20 Build 422001
5 Ul List Joun e Select none
Restore :  Save q i Details...
Utility " arrun [ List Save Operating System: IWlnd0w564 6.1.7601 5PL n? S s
Mode Marne: I DAVIDD-WZKE-04
Object Backup Node List
[~ Service Mode Input P t Abort
BB ackup_sample e e localhost
=i avid_Unix_to_Linix Ohject Nams: | Backup_sample Iocalhost
Diavid_Unix_to_\Win davidd-wzks-04
=1 ~ - Cperation Type: I Size: (KB} o
F5lDavid_win_ta_win m L (KE) localhost
EDelljest Object Path: I Ciidataset localhost
Foutauz P I localhost
EEdwm_Ub]sct & PaLtern: localhost
Frecavery Backup Node: [localhast 4252 localhost
P saving_Unix_to_Unix localhost
Etast Cratasst Mams: I (Backup_sample.D001(_DISK_:hdmeif s(E \ocathost
B= "
=test7||nux e —— localhost
_____ WIN_CN_Recovery localhost
BSwn_cn_Recoveryz J [Guccess lacalhost
:_-_WIN_CN_Recuvery'S localhost
EWin_Saving CM cshmexesx, Contral Nogle closed connection, ;I localhost
M cposproc, Postprocessing started.
M cposproc, Command File: <:Heaped CHyWCMD cn_erroremail, bat
M cposproc, Postprocessing script returned Ok,
SN iopstart, Operation started on Sun Moy 24 00:59:25 2013, | |
) leted on Sun Nov 24 00:33:28 2013, e
4| ¥ Auto-refresh every: |2 :I seconds |
Ready | Totalil5 Displayed:15 Selected:l

3. Click Configuration of Backup Node, and then double-click the configuration file to open it.

HPT_BN - Motepad

File Edit Format Wiew Help

user. If no name is specified, the staging area can only be used for
automatic staging area selection. If no maximum size is specified,
the stagin? area size is Timited only by the amount of free disk
space availahle.

staging_area<_nn:_path

specifies the full Eath of the staging area. For example
C:hstagehstagely. The default is no path, i.e. no staging area.
staging areas have to be defined in strict ascending order.

For example if one defines staging areas 01, 02, 03, 05, 06 and OF,
only staging areas 0l, 02 and 03 will be taken into account.

If not defined, staging_area_01_Path defaults to the Stage
sub-folder of the Backup nWode. Typically C:i\HtapehBMYStage.

étaging_ﬂrea_ﬁl_Path
staging_area_0Z_Path

WAL0. 250,242, 167 hackupy,
C:hSragehstage?

sStaging_Area<_nn:_name

specifies a name for the staging area. This setting is optional.
It wou Sﬁecify a staging area name, you can ask the Backup Node to
select that particular staging area, rather than Teawve the choice
to the Backup Wode. The default 4=z no name.

étaging_ﬂrea_ﬁl_mame = HDMCIFS
staging_area_02_name = Stage?
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4. Modify the Stage Path to point to the target DR Series system container path, and then save the
changes.

#|HPT_BN - Notepad

File Edit Format View Help

user. If no name is specified, the staging area can only be used for
automatic staging area selection. If no maximum size s specified,
tha stagin? area size is Timited only by the amount of free disk
space availahle.

staging_area<_nns_Path

specifies the full Eath of the staging area. For example
Cihnstagehstagely., Thne default is no path, i.e. no staging area.
staging areas have to be defined in strict ascending order.

For example if one defines staging areas o1, 02, 03, 0%, 06 and 07,
only staging areas 01, 02 and 03 will he taken into account.

If not defined, Staging_Area_01_rath defaults to the Stage
sub-folder of the Backup NWode. Typically C:ZHtapesBW:\Stage.

Lijaje mr s am mnmnanmnanan

taging_aArea_ol_Path

M10. 2500233, 67 backuph,

Staging_Area<_nn>_name

Specifies a name for the staging area. This setting is optional.
If wou specify a staging area name, wou <can ask the Backup Node to
select that particular stagin? area, rather than leave the choice
to the Backup Node. The defauTt 95 no name.|

étaging_ﬂrea_al_mame = HDMCIFS
staging_area_02_Name = Stage2

5. Go to Backup Node > Service Manager, and then restart the Backup Node Service.
£’ Management Console - Backup Node 1 =]

@ ’j% General M Report Manager g Lag Viewer Robot Manager

@ ¥ Refresh I.-"' - T

K Delete ] ) e
Open Diagnostics | Guides
-
General &etions Guides
El¢ily Management Console Backup Mode > Service Manager
Eltlfg'l: Control Mode Mame & Path

) Chject Manager

7]

) Queue Manager

i'__'| Schedule Manager 4 Backup Node - Service Manager !E
ﬁ Service Manager

= Service |Ab0u[ |
¥ Update License

‘.. Reports Service Statu
- Service Mode . HT Intemet D aemon is running
=21 Configurati : )
oniguratien HT Backup Broker iz running
L5l Control Ukiliey

EH

X Backup Mode - -
) . |mztall Services Femove Services
Configuration
2!

I Start | | Stop i I Patse Cantinue |

[}- Raobot Manage
[}-Iﬂ Report Manager "ﬁctlonJStatu

E]--g Log Yiewer

Cloze Help |
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Restore from the replication target

In the BridgeHead HDM Management Console, open the Object Manager, and in the list of
objects, right-click the object, and click Restore.

[ ’ QRestore
_]]] List Journal

Save

orrun [ List Saveset

Object
.EJBackup_sample

j David_Unizx_to_Unix

F] David_Unix_to_twin

] David _win_to_swin

:j Dell_Test

L ]DUkalz

_j Edwin_object

L recovery

_j Sawing_Unix_ko_Unix

_j fest

_j test_linux

B=wiIn_cn_Recovery
WIM_CH_Recoveryz

m WIM_CH_Recovery3

E Win_Sawing

|

(&)
Restore Operal

—Object

I Backup_sample

[ Generationis)

Al

—Start Time For Submik

Il 1424/2013 'l Today I

1:04 AM ;I T

— Restore Properties

G Service Mode <localhost:=
X Backup Mode =localhost=
I_:_| Target Directory =Ciydatasek>

Froperkies. .. I

.‘.’_ ¥ Control Node Object Manager B X
Object Wiew Database Toaols Help @
ﬁ : ,—» s Restore . 07y [3g|wizard Do singlefield 3§ Delete EE =, Clone HE select an
i _]]] List Journal : @ %AII fields Autosave - E Undelete E L_ﬁl Recovery 55 Select none
Restore - Sawve = Z = Create =
Utility ~ orrun [ List Saveset - % |==| Group of fields [ Rename I—_,(ESelect special
Euinct Mo dif |  select |
Object | Service Mode | EBackup Mode List
- . : localhost localhost
0= A 10.250.241.193 localhost
L-1Davi  Save or Run... 10.250.242,94 davidd-wzks-04
L davidd-wzka-04 localhosk
_jDeII_ List Journal, .. localhost localbost
LoDUkC st Saveset. .. 10.250.242.94 localhost
jEdw » davidd-wzka-04 localhost
_jreco Restare Litility localhost localhost
LodSavi padify » 10.250.241.193 localhost
Loltest pelete... 10,250.241,193 localhost
Cotsst pisplay... 10,250.241.193 localhost
EWI T davidd-wzks-04 localbost
DWIN?CN?Recovery2 localhost localhost
EWIN_CN_REEDVEry3 localhost localhosk
EWinfSaving davidd-wzka-04 localhost
<1 | 0]
Ready Totalil5 Displayed:15 Selected:l pEE
2. Select the Saveset, and then click Start On-Line.
¥ o
Object View (7]

B select all
ry  SE Select none

Subrnit £ select special
L Ml <cele

Details. ..
I Backup MNode List

localhost
localhost
davidd-wzks-04
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost

Pattern...

Close

2

Ready

| Totalil> Displayed:15 Selected:l
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3. Verify that the restore job completes successfully.

- T
1’) Object B Object Manager Operation Log

- —Service MNod
: Q Restore Srvis ode Close I B select all
i H ’ | HT Service Mode Yersion Windowsed 4. 2-20 Build 422001
H il List Joun ~— o0 Select none
Restore :  Save A g i etails. ..
Utility - or run () List Save Zperating Syskem; I Windowsed 6.1,7601 SP1 I E.% et el
rods Mame: | DAVIDD-v2KE-04
Object Backup Mode List
~Service Node Input P £ Abart I
.EJEackup_sample ervice Mode Inpuk Parameters localhost
EDawd_Unlx_to_Unlx Object Mame: I Backup_sample lacalhost
Dravid_Unix_ko_Win davidd-wZzka-04
= = - Operation Type: IR Size (KB} I
f Drawid _Win_to_Win 2 v =D localhost
EDeII_Test Target Direckary: | C:\dataset localhosk
EDUtoU2 il Pt I localhost
S Edwin_abiject e Paktern localhost
Erecovery Backup Mode: | lacalhost 4232 localhost
I___'Saving Uniz_ko_Linix localhosk
E tost Dakaset Mame: I {Backup_sample.D001(_DISK_:hdmcifs(B lacalhost
(==} N
=tEstJlnux G Febus localhost
_____ WIN_CM_Recovery localhost
:_-_WIN_CN_Recovery2 J I SuCcess localhosk
-T WIN_CM_Fecoverys localhost
Win_Saving SM waitstrm, Waiting For daka streams to finish ;I lacalhost
— = SM Processed a total of 510 bytes, 2 items
SM iopcompl, Operation completed on Sun Moy 24 01:09:04 2013,
ZM csnmexex, Control Node closed connection,
CM cposproc, Postprocessing started.
M cposproc, Cormmand File: CiiHEape\CHYVCMDY cn_erroremail. bak =
E ik returned Ok,
| ¥ Auto-refresh every: I B ] seconds
Ready Total:15 Displayed:15 Selected:1
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Setting up the DR Series system cleaner

Performing scheduled disk space reclamation operations is recommended as a method for recovering disk
space from system containers in which files were deleted as a result of deduplication.

The system cleaner runs during idle time. If your workflow does not have a sufficient amount of idle time
on a daily basis, then you should consider scheduling the cleaner to force it to run during a scheduled
time.

If necessary, you can perform the procedure shown in the following example screenshot to force the
cleaner to run. After all of the backup jobs are set up, the DR Series system cleaner can be scheduled. The
DR Series system cleaner should run at least 40 hours per week when backups are not taking place and
generally after a backup job has completed.

ML DR4100 Help | Log out
EdwinZ-SW-01 =

Cleaner Schedule Schedule Cleaner

System time zone: US/Pacific, Fri Jul 5 05:00:41 2013

Mote: When no schedule is set, the cleaner will run as needed.

Container

B Stons Replication Day S =
Containers sun - -
Replication Mon - -
Compression Level Tue - -
Clients Wed - -

B Schedules Thu - —
Replication Schedule Fri - —

B - System Configuration
Meiworking
Active Directory
Local Workgroup Users
Email Alerts
Admin Contact Info
Password
Email Relay Host
Date and Time

B Support
Diagnostics
Software Upgrade
License

Copyright ® 2011 - 2013 Dell Inc. All rights reserved.
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Monitoring deduplication, compression, and performance

After backup jobs have run, the DR Series system tracks capacity, storage savings, and throughput on the
DR Series system dashboard. This information is valuable in understanding the benefits of the DR Series

system.

Note: Deduplication ratios increase over time. It is not uncommon to see a 2-4x reduction (25-50% total
savings) on the initial backup. As additional full backup jobs are completed, the ratios will increase.
Backup jobs with a 12-week retention will average a 15x ratio, in most cases.

DR4100
DCLL covinz-swor
Monitor Dedupe,

Compression &

e
ST Dashboard
Performance

_u Syslem Stale; optimal u HW State. gpimal

Capacity Storage Savings
Toom: 1h 19 B4 1m Ay % Toom: 1h 1d & i
Sawings (%) MiBrs
wsbem ConTigurabon
Matanriang o0 430 40 45 0 d DS
Tiemse (rinies T (inles
. Tol W Raad
M Fr
Sysvem Information
Produd Mame DR 100 Tolal Savings T 52 %
System Harms EcwinZ-5-01 Total Mumiber of Files in All Contansns 107
Software Varsion 2101650 Humber of Contaifers 2
Current DabeTirme Fri Jul & 05:04:20 2013 Humoaer of Containers Replicaten i
Curani Tiene Zone ISP 3oific Acthos Bytes 1.2 Gil T,
Claaner Stabus il
COpyTight @ 2011 - 2013 Dell Ing. &)1 rights reserded
4
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A Creating a storage device for CIFS

There are two scenarios for BridgeHead HDM to authenticate to a DR Series system through CIFS.

1. DRis joined into an Active Directory Domain: Integrate BridgeHead HDM and DR Series system
with Active Directory
a. Ensure the Active Directory user has appropriate ACLs to the DR Series system container share.
b. When creating an object, set the Backup Node of BridgeHead HDM to run with this AD user
<Domain\User>.

2. DR s standalone CIFS server: Make sure this CIFS user has appropriate access permission to the
DR Series system container share. The BridgeHead HDM Backup Node will use this user to
authenticate to the DR Series system share in Workgroup mode.

To set the password for the local CIFS administrator on the DR Series system, log on to the DR
Series system using SSH.

a. Log on with username: Administrator and password: StOr@ge!

b. Run the following command:

Authenticate --set --user administrator

Note: The CIFS administrator account is a separate account from the administrator account used to
administer the appliance. After an authentication method is chosen, set the BridgeHead Healthcare Data
Management service account to use the CIFS administrator account.
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B Creating a storage device for NFS

For NFS backup using the BridgeHead Healthcare Data Management platform, a target folder needs to be
created as an NFS share directory. This is the location to which backup objects will be written. (This is not
required when adding a CIFS share.)

1. Mount the DR Series system NFS share on the NFS share directory to which backup objects will be

written in the BridgeHead Healthcare Data Management environment.
2. Verify the NFS share. (For example, you can use the Linux command “cat /proc/mounts”. The rsize
and wsize of the connects in the command output should be 512K.)
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